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Introduction

The medical readiness of our Soldiers is critical to success on the battlefield.  Medically ready Soldiers are less likely to be missing from training while at home station and are less likely to be a preventable loss while deployed.  Maintaining Soldier and unit medical readiness is the responsibility of every commander and leader in the Corps.

The Army system to track Soldier and unit medical readiness across a spectrum of 17 medical and dental factors is the Medical 

Protection System, or MEDPROS.  This system is fed by a variety of Army databases and by your unit to give you the most readily available and complete medical picture of your Soldiers and units.

This handbook is designed to give you and your leaders a complete guide to accessing and using MEDPROS.  The Corps Surgeon’s staff and the Europe Force Health Protection Office stand ready to answer your questions, provide you with training, and assist you in taking the best advantage of this powerful tool.








DAVID A. RUBENSTEIN








COL, MSC








Surgeon, V Corps

(THIS PAGE INTENTIONALLY LEFT BLANK)

1. What is MEDPROS?
The acronym MEDPROS stands for Medical Protections System. MEDPROS is the Army’s automated database designed to meet Department of Defense requirements in maintaining unit and individual medical/dental readiness. MEDPROS provides commanders at all levels with the capability to track medical and dental readiness by unit identification code (UIC), individual SSN and/or task force..  MEDPROS captures data for all soldiers in all three Army Components – the Active Army, National Guard, and Army Reserves.
2.  Why is MEDPROS important to me as a commander?
 Commanders are responsible for the medical readiness of their units. Medical Readiness is a critical component of the most lethal weapon system in the world – the Expeditionary Soldiers of V Corps.  Medical readiness is fully endorsed by the Corps leadership.

 MEDPROS is used to assist the Army Surgeon General and Commanders in taking care of the Army’s most important asset – PEOPLE!  Medical readiness allows Leadership and Soldiers to focus on critical war fighting tasks, provides confidence to Soldiers and their families and is a critical combat multiplier! MEDPROS allows Commanders to track the immunization and medical readiness status of soldiers in an automated format. Commanders can thus ensure that their soldiers are protected against the vast majority of medical threats they may face in a theater of operations. 
3.   What can MEDPROS do for me as a Commander?
MEDPROS allows Commanders to be proactive in tracking/monitoring the medical and dental readiness status of their soldiers. MEDPROS provides a Commander with a real time, worldwide operational system to manage the medical readiness and deployability for his organization. MEDPROS also provides Commanders with comprehensive, self-contained reports to assess the medical readiness for his unit or each soldier as well as project resource requirements. MEDPROS provides a commander a quick snapshot of the medical readiness of Soldiers in his unit and provides him a tool to ensure compliance with the medical requirements necessary for his unit to execute its mission.  
4.  Definition of MEDPROS metrics/Green-Amber-Red for each metric.

MEDPROS provides executive, unit, and individual level medical readiness reports.  The summary and detailed reports provide Unit Commanders with a real time readiness and deployability status for personnel as well as units.  The MEDPROS reports are color coded as red, amber, and green to provide the Command with an immediate glance as to the readiness of the unit.  

G (GREEN): = Meets Requirements.
A (AMBER): = Does not meet requirement BUT the deficiencies can be corrected within a short suspense.
R (RED): = Does not meet the requirement (medically non-deployable).
a. PRG (Pregnancy Status): Yes or No (verified by medical staff)
b. MND (Medical Nondeployable Profile): Non-deployable Medical Profiles i.e.  pregnancy, hospital admission, convalescent leave, pending medical board, and per doctor’s recommendation/profile.
c. DNA: DNA sample on File at the Armed Forces Institute of Pathology (AFIP) 
d. DEN (Dental Readiness, Active Component only):
(1) Category 1 = fully deployable – no dental needs

(2) Category 2 = fully deployable – dental exam completed/ no problem expected to interfere w/ duty
(3) Category 3 = not deployable – needs significant work

(4) Category 4 = not deployable – no dental exam within 13 months
e. HIV (HIV Test Date): HIV test is on file at the United States Army Medical Surveillance Activity. Required every two years for readiness (within 6 months of deployment). 

f. IMM (Immunizations current): A Soldier meets the “Fully Medically Ready” criteria for immunizations once he has received the “routine adult” immunization profile. These immunizations include Influenza, Hepatitis A, and Tetanus-Diphtheria. Soldier’s MEDPROS record must reflect that all three of these specific immunizations are current. It does not include deployment-specific immunizations.
g. LPD (Limited Duty Profile): Soldier has a MOS/AOC performance restriction as limited by profile.

h. CPE (Current Physical Exam): Date a Soldier completed his last physical examination.  Soldiers under 30 years are required to have an assessment physical on file. Solders over 30 years require a physical examination every five years.

i. 2 PG (2 pair glasses on hand): If required, Soldier has two pairs of military glasses on hand.

j. 1MI (1pr mask inserts): If required, Soldier has 1 pair mask inserts on hand.

k. HAB (Hearing Aid w/battery): If required, Soldier has Hearing Aid w/ 2 batteries on hand.

l. MED (90 days meds on hand): If required, Soldier has a 90 day supply of medication on-hand (deployment requirement)

m. MWT (Medical Warning Tags): If required, Soldier has Medical Warning Tag on hand.
n. OPR (Occupational Protection, Respiration Issued): Soldier has respiration protection required for MOS/AOC duties on hand.
o. OPH (Occupational Protection, Hearing Issued): Soldier has hearing protection required for MOS/AOC duties on hand. 
p. OPV (Occupational Protection, Vision Issued): Soldier has optical protection required for MOS/AOC duties (welder’s goggles, etc.) on hand.
q. PAN (Dental Panograph on File): Soldier has Dental Panograph on file. 
r. AMC (Annual Medical Certificate - RC only): Soldier has annual medical clearance on file. 
s. Fully Medical Ready:  A soldier is determined to be fully medical ready when he is “green” in all MEDPROS criteria.  
  A soldier who is Amber or Red in one or more criteria is considered NOT fully Medical ready. 
5.  How do I gain access to MEDPROS?


a. Users can access MEDPROS for read only or read/write capability.  Individuals 
requiring only read access can request a logon and password from the MEDPROS 
home page at www.mods.army.mil.  
Instructions on how to request read access to MEDPROS 
Go to the MEDPROS website, https://conus.mods.army.mil/medpros/secured/
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Click on the “ACCESS TO MEDPROS” button.

Instructions on how to request read access to MEDPROS 
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Fill out the registration form.
Instructions on how to request read access to MEDPROS 
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Ensure the CONUS/EUROPE option is selected.
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Submit your request
Instructions on how to request read access to MEDPROS 
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Verify that all the information is correct and click on the “SUBMIT” button to continue.

Instructions on how to request read access to MEDPROS

[image: image7]
Follow the instructions on screen to receive logon access. 

b. Users requiring read/write access must have, at a minimum, a favorable National 
Agency Check and complete the NISA 9R (see Appendix A). Once you have received 
your LOGON ID and password, you will be able to access the MEDPROS module. 
6.  MEDPROS can provide a Commander a variety of information. The following pages contain various MEDPROS reports, along with screenshots and instructions on how to access the reports.  

a.   Unit Readiness Status Reports - This section allows the user to view single medical readiness requirements or medical readiness profile reports for Units and Task Forces. 
Access to the MEDPROS Unit Medical Readiness Report
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Enter your ACCESS CODE and PASSWORD, 
select “LOG ON” or push the ENTER key

Access to the MEDPROS Unit Medical Readiness Report
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Click on the “MEDICAL READINESS” button.

 (Second from the bottom on the panel)

Access to the MEDPROS Unit Medical Readiness Report
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Click on the “UNIT/TF MEDICAL READINESS” button.

Access to the MEDPROS Unit Medical Readiness Report
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Click on the “UNIT/TF MEDICAL READINESS” button.

Access to the MEDPROS Unit Medical Readiness Report
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Under “SELECT FILTERS” in the “MEDICAL READINESS PROFILE NAME” dropdown box, select “ACTIVE ARMY READINESS”
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Enter your unit UIC in the blank box.  If you replace the last 2 characters in the UIC with 2 percent signs (% is a wild card character) the roster will include every UIC that starts with 4 alpha-numeric characters entered in the UIC box.
(CONTINUE TO NEXT PAGE)
Access to the MEDPROS Unit Medical Readiness Report
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Under “PERSONNEL TYPE” select either “ACTIVE ARMY” or leave it “PERSONNEL TYPE (all)”.
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In the “SELECT A TYPE OF REPORT TO VIEW” dropdown box, choose “MEDICAL STATUS REPORT”.

If you know your unit has more than 100 individuals, you can change the default setting in “RECORDS PER PAGE” to a higher number than 100.  The report will appear in a one-page format instead of multiple pages if you increase the default setting to a higher number.

(CONTINUE TO NEXT PAGE)
Access to the MEDPROS Unit Medical Readiness Report
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Click on the “VIEW REPORT” button. 
Example of Unit Medical Readiness Report
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Example of Unit Medical Readiness Report
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	Report definitions 

	Name 
	This is the soldiers Name. 

	SSN 
	This is the soldiers Social Security number (only the last 4 digits are displayed). 

	Rank 
	This is the soldiers Rank. 

	Sex 
	This is the soldiers Sex. 

	AOC/MOS 
	This is the soldiers Military Occupational Specialty or Area of Concentration. 

	UIC 
	This is the soldiers Unit Identification Code as recorded in the TAPDB. 

	Station 
	This is the soldiers assignment Station as recorded in the TAPDB. 

	COMPO 
	This is the Component the soldiers is in 
1 = Active Duty 
2 = ARNG 
3 = USAR 
O = Other (civilian, contractor). 

	Medical Readiness Indicators 
	PRG = Pregnancy Status 
MND = Medical Nondeployable Profile 
DNA = DNA on File 
DEN = Dental Readiness: Cat 1, 2, 3, or 4 
HIV = HIV Test Date 
IMM = Immunizations Current 
2PG = 2 pair glasses on hand 
1MI = 1 pr mask inserts 
HAB = Hearing Aid w/battery 
CPE = Current Physical Exam 
LDP = Limited Duty Profile 
MED = 90 days meds on hand 
MWT = Medical Warning Tags 
OPR = Occupational Protection, Respiration Issued 
OPH = Occupational Protection, Hearing Issued 
OPV = Occupational Protection, Vision Issued 
PAN = Dental Panograph on File 
PAP = PAP Smear in Past 12 months 
AMC = Annual Medical Certificate 



b.   Anthrax Reporting Options (This section allows the user to produce Individual, Unit, Location, Task Force, RMC, and MACOM Immunization and Exception Reports). 
Access to the MEDPROS Anthrax Reporting Options
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Click on the “ANTHRAX REPORTING OPTIONS” button.
Access to the MEDPROS Anthrax Reporting Options
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[image: image18]
Under “SELECT FILTERS” select either “ACTIVE ARMY” or leave it “PERSONNEL TYPE (all)”.
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Enter your unit UIC in the blank box.  If you replace the last 2 characters in the UIC with 2 percent signs (% is a wild card character) the roster will include every UIC that starts with 4 alpha-numeric characters entered in the UIC box.
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Under “SELECT A FORMAT/REPORT” in the “INDIVIDUAL REPORTS” dropdown box, select “BY NAME”.
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Click on the “VIEW REPORT” button. 
Example of MEDPROS Anthrax Report
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c. AVIP Unit Status Options - This section allows the user to Produce complete unit rosters for all assigned personnel, regardless of their anthrax immunization/exception status 
Access to the MEDPROS AVIP UNIT STATUS OPTIONS
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Click on the “AVIP UNIT STATUS OPTIONS” button.

Access to the MEDPROS AVIP UNIT STATUS OPTIONS
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[image: image22]
Enter your unit UIC in the blank box.  If you replace the last 2 characters in the UIC with 2 percent signs (% is a wild card character) the roster will include every UIC that starts with 4 alpha-numeric characters entered in the UIC box.
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Under “PERSONNEL TYPE” select either “ACTIVE ARMY” or leave it “PERSONNEL TYPE (all)”.
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Click on the “ROSTER AND SUMMARY” button.
Example of MEDPROS AVIP Unit Status Report
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d.   DNA Reports - This section allows the user to determine what individuals do or do not have a DNA sample catalogued with the Defense Manpower Data Center (DMDC).
Access to the MEDPROS DNA REPORTING OPTIONS
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Click on the “DNA REPORTING OPTIONS” button.

Access to the MEDPROS DNA REPORTING OPTIONS
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Under “SELECT ADDITIONAL FILTERS” select either “ACTIVE ARMY” or leave it “PERSONNEL TYPE (all)”.

Enter your unit UIC in the blank box.  If you replace the last 2 characters in the UIC with 2 percent signs (% is a wild card character) the roster will include every UIC that starts with 4 alpha-numeric characters entered in the UIC box.

Select “DNA ON FILE” in the “STATUS” drop down menu.

Under “SELECT A FORMAT” in the “INDIVIDUAL REPORTS” dropdown box, select “BY NAME”.
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Click on the “VIEW REPORT” button. 
Example of MEDPROS DNA Status Report
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e.   HIV Reports - This section allows the user to determine if individuals have a current (2 yrs Active, 5 yrs Reserve) HIV Test and when their next test is due.

Access to the MEDPROS HIV REPORTING OPTIONS
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Click on the “HIV REPORTING OPTIONS” button.

Access to the MEDPROS HIV REPORTING OPTIONS
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Under “SELECT ADDITIONAL FILTERS” select either “ACTIVE ARMY” or leave it “PERSONNEL TYPE (all)”.

Enter your unit UIC in the blank box.  If you replace the last 2 characters in the UIC with 2 percent signs (% is a wild card character) the roster will include every UIC that starts with 4 alpha-numeric characters entered in the UIC box.

Under “SELECT A FORMAT/REPORTS” in the “INDIVIDUAL REPORTS” dropdown box, select “BY NAME”.
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Click on the “VIEW REPORT” button. 
Example of MEDPROS HIV Status Report
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f.   Dental Readiness Reports - This section allows the user to determine the Dental Readiness Category (1 thru 4) of individuals as well as date of their last exam and date next due.

Access to the MEDPROS DENTAL READINESS REPORTING OPTIONS
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Click on the “DENTAL READINESS REPORTING OPTIONS” button.

Access to the MEDPROS DENTAL READINESS REPORTING OPTIONS
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Under “SELECT FILTER(S)” select either “ACTIVE ARMY” or leave it “PERSONNEL TYPE (all)”.

Enter your unit UIC in the blank box.  If you replace the last 2 characters in the UIC with 2 percent signs (% is a wild card character) the roster will include every UIC that starts with 4 alpha-numeric characters entered in the UIC box.

Under “SELECT A FORMAT”, select “BY NAME” in the drop down menu.
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Click on the “VIEW REPORT” button. 
Example of MEDPROS DENTAL READINESS REPORT
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g.   Immunization Reports - This section allows the user to produce Single Immunization and Immunization Profile Reports for Individual, Unit, Location, or Task Force and the ability to view the immunization profiles currently in the system. 
Access to the MEDPROS IMMUNIZATION REPORTING OPTIONS



Click on the “IMMUNIZATION REPORTING OPTIONS” button.

Access to the MEDPROS IMMUNIZATION REPORTING OPTIONS
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Click on the “IMMUNIZATION PROFILE REPORT” button.

Access to the MEDPROS IMMUNIZATION REPORTING OPTIONS
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Under “SELECT FILTER(S)” select either “ACTIVE ARMY” or leave it “PERSONNEL TYPE (all)”.

Enter your unit UIC in the blank box.  If you replace the last 2 characters in the UIC with 2 percent signs (% is a wild card character) the roster will include every UIC that starts with 4 alpha-numeric characters entered in the UIC box.

Under “SELECT A FORMAT”, select “BY NAME” in the drop down menu.
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Click on the “VIEW REPORT” button. 
Example of MEDPROS IMMUNIZATION (UNIT) REPORT
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[image: image43]

[image: image44]
h.   Individual Readiness Status Reports - This section allows the user to view immunization and medical readiness records for an individual. 
Access to the MEDPROS INDIVIDUAL READINESS REPORTS

[image: image45]
Click on the “MEDICAL READINESS” button.
Access to the MEDPROS INDIVIDUAL READINESS REPORTS
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Click on the “INDIVIDUAL MEDICAL READINESS” button.
Access to the MEDPROS INDIVIDUAL READINESS REPORTS
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Under “SELECT PROFILE & FILTERS” select an immunization profile based on deploying AOR.
In the “MEDICAL READINESS PROFILE” drop down menu, select “ACTIVE ARMY READINESS”
(CONTINUE TO NEXT PAGE)
Access to the MEDPROS INDIVIDUAL READINESS REPORTS
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Enter the individual’s SSN 
Under “SELECT A FORMAT”, select “IMR Record” in the drop down menu.
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Click on the “VIEW REPORT” button. 
Example of MEDPROS INDIVIDUAL READINESS REPORT
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Example of MEDPROS INDIVIDUAL READINESS REPORT
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7. Frequently Asked Questions (FAQs)
Q:  How many systems (MEDPROS) can be up and running from one user ID?

A:  Multiple systems can be running from one user ID, but different passwords are required.

Q: How quickly is the data available for viewing once loaded in MEDPROS?

A:  Real time viewing availability on the web.
Q.  How do I get help when I am in the MEDPROS? 

A.  If at anytime you need help with a screen or one of its functions, just click on the
help button at the top of the screen.
Q.  How can I gain access to MEDPROS?

A. See page 4 of this guide for instructions on accessing MEDPROS. 

                     Q.  How do I recover a lost password?


         A.  Go to the MEDPROS website https://conus.mods.army.mil/medpros/secured/.

                  Click on “Can’t remember your password” and follow the instructions. If you

                  Have any difficulty recovering your password, contact MODS Help Desk at 
                    (703) 681-4976, DSN 761-4976 or Toll Free (888) 849-4341, for further assistance. 
7. Points of Contact (POCs) 

V Corps 
Surgeon’s Office
Chief PAD

MAJ Dwight Smith
COMM: 06221-57-5684
DSN: 370-5684
FAX: 370-5694
Surgpad1@hq.c5.army.mil
EUROPE MODS Support Team

MEDPROS European Manager POC

Ms. Delois Klemm

COMM: 06221-17-2737

DSN: 371-2737

FAX: 371-3315

KlemmD@hq.hqusareur.army.mil
Delois.Klemm@us.army.mil

MSG Joey A. Gibbons

NCOIC: FHPO; ERMC 

DSN: 371-3349

Joey.Gibbons@hbg.amedd.army.

Current Ops MEDPROS POC

MEDCOM

LTC Steve Euhus

COMM:  210-221-7124

DSN:  471-7124

CONUS Support Team

MODS Help Desk    
Fairfax, VA

COMM:  703-681-4976

DSN:  312-761-4976

FAX:  703-681-4983

MODS Support Team-OTSG

ASM Research

Mr. Paul Zerkow

COMM:  703-681-4976

DSN:  761-4976

FAX:  703-645-0432
GLOSSARY
1MI - 1 pr mask inserts 

2PG - 2 pair glasses on hand
AMC - Annual Medical Certificate
ARNG- Army National Guard also referred to as COMPO 2 in MEDPROS Reports. 

USAR- U.S. Army Reserves also referred to as COMPO 3 in MEDPROS Reports. 

AVIP- Anthrax Vaccine Immunization Program 

DoD program created to oversee the Anthrax Immunization Program. Army Surgeon General is executive agent for AVIP DoD. 

COMPO- Army Component 

Active Army- All personnel on full-time active duty also referred to as COMPO 1 in MEDPROS Reports. 

CPE - Current Physical Exam
DEERS- Defense Eligibility Enrollment Reporting System 

DEERS is the FINAL repository for all immunization data for the entire Department of Defense. Each service (Army, Air Force, and Navy) has their own immunization tracking system, but each of these systems feeds the DEERS database with the immunization data. 

DENTAL READINESS - All soldiers are classified as Dental Category 1, 2, 3, or 4 by the Corporate Dental Application (CDA). Classification determined by date of last exam and any unresolved dental issues. 

DMDC- Defense Manpower Data Center 

DNA- Deoxyribonucleic Acid 

Samples kept on file at the Defense Manpower Data Center for identification requirements (required of all Army personnel) 

HAB - Hearing Aid w/battery 
HIV- Human Immunodeficiency Virus

Test for presence of the Human Immunodeficiency Virus required of all Army personnel on a two year (Active Army) or five year (Reserve Components) basis. Six months for deployments. 

GLOSSARY
IMM - Immunizations Current 
LDP - Limited Duty Profile 

MACOM- Major Command 

i.e. Forces Command (FORSCOM), Medical Command (MEDCOM), etc. 

MED - 90 days meds on hand

MEDPROS- Medical Protection System 

Module of MODS that tracks Medical Readiness requirements such as vaccinations, DNA, HIV, and Dental Readiness. 

MITS- Military Immunization Tracking System 

Air Force system for tracking immunization and other clinical information, feeds DEERS. 

MND - Medical Nondeployable Profile

MODS- Medical Occupational Data System 

The Medical Occupational Data System (MODS) is an MHSS migration system, which provides the Army Medical Department (AMEDD) with an integrated automation system that supports all phases of Human Resource Life Cycle Management in both peacetime and mobilization. This online system provides commanders, staffs and functional managers of AMEDD organizations with a real-time source of information on the qualifications, training, special pay and readiness of AMEDD personnel. 

MWT - Medical Warning Tags

OPH - Occupational Protection, Hearing Issued 
OPR - Occupational Protection, Respiration Issued 
OPV - Occupational Protection, Vision Issued 
PAN - Dental Panograph on File 
PAP - Pap smear in Past 12 months

PRG - Pregnancy Status
GLOSSARY

RMC- Regional Medical Command 

Sub-commands of the US Army Medical Command responsible for medical care issues in six geographic regions of the world 


ERMC - European Regional Medical Command                          


GPRMC - Great Plains Regional Medical Command 


NARMC - North Atlantic Regional Medical Command 


PRMC - Pacific Regional Medical Command 


SERMC - SouthEast Regional Medical Command 


WRMC - Western Regional Medical Command 

SAMS- Shipboard Automated Medical System 

Navy system that feeds immunization data to DEERS 
APPENDIX A
Network Infrastructure Services Agency (NISA)

LOGONID REQUEST FORM

(CONTINUE TO NEXT PAGE)
Network Infrastructure Services Agency (NISA)

LOGONID REQUEST FORM

Please forward to the address at the bottom of this page. Improper submissions will be returned. PART A SHOULD BE TYPED.

PART A

1. FULL NAME ____________________________________________________________________ 2. SSN ___________________________

(LAST) 



(FIRST) 



(MI)

3. RANK/GRADE ________________________ 

4. COMPO (1-Active Army, 2-National Guard, 3-Reserve) _________

4A. ORGANIZATION / UNIT __________________________________________________

4B. OFFICE SYMBOL _________________________________________________________

5. OFFICE PHONE: (COMMERCIAL) (_______)____________________________________ DSN: ___________________________________

6. STATE ANY PREVIOUS NISA LOGONIDS ISSUED: ______________________________________________________________________

7. PRINT EMAIL ADDRESS:___________________________________________________________________________________________
PART B

I certify that I have read, understand, and will comply with the security policies and procedures described in the "User Responsibilities" section of this form. I know that any violations of these procedures by me, any unauthorized use of Government resources, or withholding knowledge of any suspected violation may result in termination of user privileges on the NISA system and submission of a report to my supervisor.

SIGNATURE_______________________________________________________________________ DATE ___________________________

PART C - SECURITY VERIFICATION
**Minimum requirement is at least a Favorable National Agency Check**

1. I certify that ___________________________________________________ holds a valid clearance level of __________________________

Issued ____________________________________ by ______________________________________________________________________

(DD/MM/YY) 





(ISSUING AGENCY)

Type of investigation _______________________________________________________ Date completed _____________________________

2. I have reviewed this request and certify that the applicant has need for access and has been briefed on terminal area security.


CIRCLE THE SYSTEM(S) TO ACCESS: ATRRS  MODS  OTHER (READ AND WRITE)
Security Manager ____________________________________________________________________________________________________

(TYPE / PRINT NAME) 



(SIGNATURE) 



(PHONE#)

3. REQUESTOR'S ORGANIZATION MAILING ADDRESS ____________________________________________________________________

NO ACRONYMS PLEASE ATTN: _______________________________________________________________________________________

           ________________________________________________________________________________________

(STREET ADDRESS, P.O. BOX)

           ________________________________________________________________________________________

(CITY) 





(STATE) 


(ZIP)

ISSO/COR must fax this form to: 
MODS Support Team ATTN: MODS Help Desk  Comm: (703) 681-4983

              FOR EUROPE PERSONNEL, Please contact Ms. Delois Klemm at 371-2737 and fax the           

              completed 9R Form to 371-3315 Attn: Ms. Delois Klemm.
9-R, Nov. 2002

INSTRUCTIONS

PART A

          #4. Use official organization and office symbol. Contractors must enter COTRs Office Symbol.

PART B

          ALL APPLICANTS MUST READ AND SIGN.

PART C

          1. Personnel must have at least a satisfactory NAC, verified by their security office.

          2. You may not verify your own clearance.

          3. Requestor Organization's complete address, no acronyms please. Include room and building numbers required for 

              return mail.

ISSO/COR must fax this form to:  

MODS Support Team

ATTN: MODS Help Desk


Comm: (703) 681-4983     
5.  Once you have received your MODS logon id, you must mail the original form to:   

MODS Support Team


Attn:  MODS Help Desk


3025 Hamaker Ct., Ste. 100


Fairfax, VA  22031

USER RESPONSIBILITIES

A. Adhere to security requirements for all remote terminals, individual passwords, and data transmitted to and from the NISA ADP

   Systems.

B. Handle all information from the NISA data base containing personal privacy act information as sensitive data and comply with

   provisions of the Privacy Act and other published security procedures.

C. Follow proper LOGON and LOGOFF procedures.

D. Ensure each remote terminal is active only when an authorized terminal operator is present and using the equipment.  Any violation

   of this procedure is a breach of security. Prior to leaving the terminal, each user must properly LOGOFF to ensure access cannot be

   gained without initiating proper LOGON procedures.

E. Prevent unauthorized disclosure or transfer of systems entry features from one user to another. DO NOT SHARE TERMINAL

   SESSIONS or PASSWORDS. Violations of this will result in suspension from access.

F. Do not transmit and/or extract classified data via unclassified remote terminals.

G. Report suspected security violations to your supervisor and Security Manager.

H. Do not attach privately owned equipment to the NISA computers.

I. Fill out the NISA LogonID Request form completely, incomplete forms will be returned.

J. Change PASSWORDS at least once within a 90-day period. The PASSWORDS are computer generated, but the process must be

   initiated by the user.




Enter LOGONID





Enter LOGONID
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