
SECURITY BRIEFING FOR V CORPS USERS OF

THE SIPRNET/SECURE DATA NETWORK (SDN )

1.  Scope:    This security briefing applies to all personnel who access the secure data network (SDN ), or the Secret Internet Protocol Router Network (SIPRNET).  This includes all workstations (clients - local and remote), hosts (servers), and communications systems connected to those systems. It includes users of other networks/systesm granted access to the V CORPS SDN/SIPRNET LAN.

2.  General:   These guidelines are in addition to - and not in lieu of - other regulations and laws pertaining  to proper use and protection of government property and the handling of classified information or other information requiring protection. 

a. The V CORPS SIPRNET/SDN is authorized to process classified information up to, and including U. S.  SECRET.

b.  IT IS NOT authorized to process:  NATO-classified material, SCI, ORCON, SIOP-ESI, CNWDI, SPECAT, or contractor-proprietary information.  The SDN is not authorized to process TOP SECRET information. SDN  users must notify the CORPS ISSM / IAM immediately when they observe such unauthorized data on the system.  [Acronyms used above relate to special access categories of information.  If any are not meaningful to you, it is unlikely you will have had access to such material].


c.  Use of the SDN for other than official government business is prohibited. 


d.  Use of the SDN (or other DOD-interest information system) constitutes consent to monitoring at all times. 


e.  In order to perform the following, users must first obtain approval of their accrediting authority, and modify their accreditation documentation: 



1)  relocate processing equipment either within, or outside the approved operating area, as defined in their accrediting documentation; 



2)  add to, or alter SDN equipment or connections; 



3)  connect a workstation or client simultaneously to the SDN and any other system - regardless of the classification level. 



4)  copy proprietary software from any SDN-connected system to any system not covered in their accreditation. 



5)  install software on connected processors. 


h.  The SDN, its storage media and connected processors are classified at U.S SECRET, system-high level (and must be appropriately marked by the user).  You do not have authority to release U.S. SECRET information to non-U.S. persons.  Any recommended release must be coordinated through Security Manager (G2/S2) and must either be screened, re-graded by an approved process, re-marked for release (i.e., REL NATO) or destroyed as classified by an approved process. 


i.  SDN users must report to their HQ G4 staff  ISSO / IAO any security problem or anomaly encountered while using the SDN, or a violation of security procedures by others. 

3.  User accounts ('user-id') and log-on passwords:  Each The SDN user is personally responsible for protecting and properly using the The SDN user-id and password issued to them.  Users must change their password no less frequently than every 90 days.  Passwords may not be re-used, may not be words (or their reverse), personal names (or their reverse), or geographical locations (or their reverse) .  Passwords must contain a mix of at least eight alphanumeric characters (at least one of which must be a numeric or a punctuation character).  Passwords used on The SDN may not be used on any other system, regardless of classification.


a.  The SDN log-on passwords are classified U. S.  SECRET.  


b.  The SDN user-ids are unclassified.  The purpose of user accounts is to control access, and maintain individual accountability of the use of SDN resources.  Therefore, users shall not: 



1)    use any means other than their own assigned user-id and password to access the SDN; 

2) divulge their log-on password to any other individual (regardless of their level of clearance, or need-to

        know). 

3) surrender physical control of a the SDN processor or operational workstation without first completely 

        logging off.


c.  Users must notify V Corps Network Operations of change of DEROS or reassignment within USAREUR so the account may be adjusted accordingly.  Failure to do so will result in summary closure of the account.


d.  HQ G4 staff ISSO / IAO must notify V Corps Network Ops to close the account prior to departure of the individual from the command.


e.  Inactivity of a user-account for more than 90 consecutive days makes that account subject to summary deletion without further notification to the user. 

4.  Labeling and release of output data:  The SDN cannot be trusted to separate or identify data by security classification, nor to apply correct security markings to output or hard copy, computer screens, or computer media.  Therefore: 


a.  All printed The SDN output must be protected as U. S.  SECRET until the user (or someone knowledgeable about the data) reviews it to determine the actual classification, and protection required. 


b.  NATO classified information may not be divulged to any person who does not possess a NATO access authorization.  (Possession of U. S.  clearances is not indication of NATO access authorization.  (See AR 380-67.)


c.  Release of U. S.  classified information processed on The SDN to non-U. S.  elements must be approved by the information owner in accordance with U. S.  national disclosure policy (this means V Corps G2/G3). 


d.  If received, private communications (e.g., "limited distribution", "personal for") will be divulged only in accordance with regulation.   (See AR 25-12).


e.  All The SDN magnetic media (used for any reason on a The SDN system) must be marked U. S.  SECRET regardless of the implied classification of information contained therein.  However, a write-protected floppy diskette (marked less than system-high, or unclassified) may be used for read-only purposes and still retain its original classification marking.  


f.  All removable magnetic media (including unclassified) which is present in an office or area where a The SDN system is in operation must clearly be marked with appropriate security markings - even if not used on the SDN systems.  These labels are essential for positive identification of classified media, and to preclude unintended contamination of unclassified media with classified media or processors. 

5.  Computer viruses: 


a.  All computer storage media, regardless of origin, shall be scanned - using approved virus-detection software - prior to use on the SDN.   


b.  On detection of a virus on an SDN-connectd proceesor, users shall immediately: 



1)  discontinue operation with the infected system; 



2)  notify their local ISSO /IAO; 



3)  collect and secure all removable media which may have been used on the infected  system; 



4)  await further instructions from the local ISSO / IAO. 

6.  For remote (dial-up) The SDN users:  


a.  Telephone numbers for remote dial-up shall be protected and not divulged to anyone other than authorized remote users of that specific user-organization. 


b.  In garrison, remote users shall not move their STU-III /  AT & T 1910 to a new garrison location in order to access the SDN.. 

7.  Classification of information.   All data on The SDN must be considered to be U. S.  SECRET, unless specifically marked otherwise.  Not only are data classified, but other information about these systems may be classified as well.  Therefore, care must be given whenever discussing these systems (e.g., scheduled or unscheduled outages, certain aspects of network configuration, vulnerabilities, system survivability, contingency planning etc., which have a bearing on V CORPS ability to command and control its forces.  When in doubt, treat information as classified, until actual classification is confirmed by the data owner.  

8.  Statement of Understanding: 


a.  I acknowledge reading and understanding this security briefing and shall comply. 


b.  I understand failure to enforce these procedures may: 



1)  degrade the operational capability of the SDN; 


 
2)  compromise classified information. 


 c.  I understand my violation may result in: 


 
1)   suspension or termination of my SDN access privileges; 



2)  criminal prosecution under United States Code, or Uniformed Code of Military Justice; 



3)  civil penalties by software manufacturers; 



4)  administrative action against me including termination of civilian employment; 



5)  revocation of my clearance.  

ORGANIZATION:  HQ V CORPS, G4, UNIT 29355, APO AE 09014


SIGNATURE  _______________________________ DATE:  ____________________ 

PRINTED NAME:  ___________________________ RANK:  ____________________ 
